The term "theft" is defined by Professor CR Snyman as "the unlawful and intentional appropriation of movable, corporeal property belonging to or in possession of another person with the intention to permanently deprive such person of such property", whereas the term "fraud" is defined as "the The identity thieves can exploit file-sharing systems to obtain personal information and also make use of insiders who have access to stored identity-related information to obtain that information. Gercke 2011 http://www.itu.int/ITU-D/cyb/cybersecurity/legislation/html. 
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It is submitted that legislators need to introduce legislation containing inter alia preventative measures to address identity theft crimes.
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It should be noted that a detailed discussion on data privacy laws and personal information laws is beyond the scope of this article. Rather, the article will address how identity thieves use the personal information of individuals to commit identity fraud or theft.
crimes on victims and the use of legislative solutions to comprehensively address identity theft. It reveals that the increase in identity theft crimes has led to the introduction of specialised legislation addressing such crimes in certain countries. The article looks at legislative solutions introduced in South Africa, the United States of America, the United Kingdom and India to combat or address such crimes. It is advocated that businesses and organisations should protect the information of individuals better. Individuals should be educated about their rights and they should become vigilant and safeguard their personal information from identity thieves.
Understanding how identity theft occurs 24
In the United States, the Identity Theft and Assumption Deterrence Act of 1998 describes identity theft as the process whereby a person knowingly transfers or uses without lawful authority a means of identification of another person with the intent to commit or to avoid or abet any unlawful activity that constitutes a violation of federal law or a felony in terms of any state or local law. 25 Identity theft occurs when someone wrongfully obtains the personal information of another individual without their knowledge to commit theft or fraud. 26 It involves the use of another individual's personal information for nefarious purposes, such as for economic gain; to facilitate crimes such as illegal immigration, terrorism and espionage; to evade criminal sanctions or apprehension by posing as another person (criminal identity theft) or to 24 This section will address the definition of identity theft, the link between personal information and identity theft crimes and the different ways in which identity theft crimes occur. threats to the privacy of personal information. Identity theft has also been described as a type of fraud encompassing two categories, namely new account fraud where the offender opens lines of credit using the personal information of another, and account takeover where the offender uses one of the victim's existing financial accounts. For detailed information about these types of frauds, see Hoofnagle 2007 Harv J L & Tech 100-104. fraudulently obtain medical services (medical identity theft). 27 Other forms of nonfinancial identity theft include tax identity theft, where the identity thief uses the victim's personal information to obtain government documents or benefits in the victim's name or to commit utilities fraud. 28 These criminal acts can be committed without the assistance of technical means as well as involving the impersonation of a computer user's information online. 29 Anyone can become a victim of identity theft and one's personal information can be obtained by identity thieves through situations such as misplacing one's wallet or smartphone or from sophisticated scams such as email phishing or by criminals going through victims' trash bins or accessing information through unsecure websites. 30 The identity theft will make the victim vulnerable to crime. 31 The identity thief obtains vital information such as identity numbers (social security numbers in the United States), medical aid numbers, addresses, birth and death Biometric information refers for instance to the use of finger prints as identification tools. These tools are said to be costly to use; hence identity theft incidents have become easier for identity thieves to commit where these identification tools are not used. Gercke 2011 http://www.itu.int/ITU-D/cyb/cybersecurity/legislation/html.
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The Anti-Phishing Working Group ("APWG") also regards phishing as a form of online identity theft. The worldwide annual cost of identity theft and phishing is said to be $5 billion and the cost of repairing damage to people's reputation online is $6 billion. See Waugh 2014 to an identity theft incident is also extensive. 43 Financial institutions pass on the losses to consumers with the result that consumers end up paying higher interest rates. 44 Identity theft has the potential to break down traditional spatial barriers for crime and it involves multiple jurisdictions. 45 The increase in identity theft offences following hurricane Katrina in the United States demonstrates that the location of a major catastrophe and changes in human conditions can directly affect crime patterns. 46 Losses suffered by victims encompass pain and suffering, psychological damage, financial losses, harassment from debt collectors and creditors, the rejection of applications for loans and mortgage bonds from financial institutions, damage to reputations and possible arrest for the identity thief's other crimes. 47 Victims suffer harm to their reputations as a result of criminal activities committed in their names.
They don't typically discover the crime until after some time has passed, and it may take the victims a long time to clear their names and credit history. 48 biometric information are considered to be costly and are not widely used. 51 The availability of tools to commit cybercrime has also made identity theft easy and profitable for offenders. 52
Legislation addressing identity theft
The increase in identity theft crimes has led to the promulgation of specialised legislation to address the challenges they pose. Adequate preventative measures are needed to respond to identity theft crimes. 53 The following section will examine the introduction of legislative solutions in selected jurisdictions to address the increase in incidents of such fraud and the theft of personal information.
South Africa
There has been an increase in identity theft crimes in South Africa with identity thieves computer stores. 57 The South African Department of Home Affairs is presently implementing the Home Affairs National Identification System ("HANIS"), which aims to replace the current paper system with a digital database and thus address identity theft committed by the stealing of identity documents. 58 A partnership has also been established between SABRIC and the Department of Home Affairs to grant banks access to HANIS for the verification of the identity of prospective and current bank customers. This is commendable.
In South Africa, identity theft is prosecuted in terms of the common law. 59 A person guilty of identity theft may be found guilty of fraud, forgery and uttering a forged document, and this depends on the circumstances of each case. Certain minimum sentences are imposed in terms of the Criminal Law Amendment Act for the offences of fraud, forgery and uttering a forged document, ranging from imprisonment for 15 years to 25 years depending on the amount involved and the type of offender. 60 The Southern African Fraud Prevention Service ("SAFPS") is tasked with combating fraud in society by protecting consumers against impersonation and identity theft. 61 The Cybersecurity Policy Framework was passed by the South African Cabinet on 11
March 2012. The aims are inter alia to promote cyber security online; to co-ordinate government actions on cyber security and to ensure co-operation between the government, the private sector and civil society in addressing cyber threats; to examine areas of responsibility for government departments and to task the State Security Agency with overall accountability for the development and implementation of cyber security measures. 62 57 The victims are advised that their systems are faulty or compromised and that they need urgent remedial action. They are tricked into divulging their personal information and into unknowingly installing or accepting malware on their computers during the telephonic conversation. Anon 2013 http://www.fin24.com/Economy/Beware-new-software-identity-theft-scam-20130408. The policy has yet to be fully implemented. A need also arises to develop more robust Computer Emergency Readiness Teams (CERTs) to respond to cyber incidents, to provide technical It is submitted that the following legislations may be used to stop the abuse of personal information in South Africa and to prevent identity theft.
Protection of Personal Information Act 4 of 2013 ("POPI")
POPI seeks to give effect to section 14 of the Constitution of the Republic of South Africa, 1996 ("Constitution"). Section 14 provides that everyone has a right to privacy. 63 The preamble to POPI provides that the right to privacy includes the right to protection against the unlawful collection, retention, dissemination and use of personal information. POPI was signed into law during November 2013. It promotes inter alia the protection of personal information processed by private and public bodies; provides for the protection of the rights of persons regarding unsolicited electronic communications; provides for the introduction of certain conditions so as to establish minimum requirements for the processing of personal information and regulates the flow of personal information across the borders of South Africa. 64 The purpose of POPI is inter alia to regulate the manner in which personal information may be processed by establishing conditions prescribing minimum standards for the lawful processing of personal information. 65 Key terms are defined in chapter 1 of POPI. It defines personal information as "information relating to an identifiable, living natural person and where applicable, an identifiable, existing juristic person". 66 The term "data subject" is defined in POPI as the "person to whom personal information relates". 67 It should be noted that the term "processing" refers to any operation or activity or set of operations, whether or not it takes place by automatic means, relating See inter alia chs 3, 9 and 11 of POPI. Ch 3 regulates the conditions for the lawful processing of personal information; ch 9 regulates transborder information flows, whilst ch 11 regulates offences, penalties and administrative fines. It should be noted that s 72 specifically regulates the transfer of personal information outside South Africa. It should be noted that the term "electronic communications" refers to any text, voice, sound or image message sent over an electronic communications network which is stored in the network or in the recipient's terminal equipment until it is collected by the recipient. See ch 1 of POPI.
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It should be noted that the term "data" is not defined in POPI. It is submitted that the term "personal data" may refer to electronic representations of personal information. A "data collector" could refer to the "operator" who processes the personal information of the natural or juristic person in terms of a contract or mandate. For further information regarding definitions of key terms, see ch 1 of POPI.
to personal information, and it includes inter alia the collection, receipt, recording, storage, retrieval or use of information, whilst the term "record" refers to any recorded information regardless of the form or medium. 68 Thus, it may be argued that POPI (which protects personal information) may be used to address identity theft, which involves inter alia the perpetration of fraud whereby the identity thief uses the personal information of the individual to open bank accounts, to obtain credit, to purchase goods and services in the individual's name or to achieve nefarious dealings such as illegal immigration, espionage or terrorism.
The Act places obligations on companies to process personal information responsibly. 69 Such companies also cannot collect personal information without the prior consent of the individuals and they cannot divulge or sell personal information to other companies for marketing purposes. 70 POPI requires data collectors to register with the Information Protection Regulator. 71 Individuals can now request companies to provide information free of charge as to whether or not they hold the personal data of the individual and to whom such data was disclosed. 72 The Information Protection Regulator refers to a juristic person established in s 39 of POPI. S 40 sets out the duties and functions of the Regulator, which include inter alia providing education on the Act to private or public bodies and data subjects, monitoring and enforcing compliance by private and public bodies regarding the Act, and handling complaints about alleged violations of the Act. the Act. 75 POPI allows for fines of up to R10 million or imprisonment of up to 10 years if companies do not respect personal information and handle it with the utmost care and responsibility. 76 Data subjects whose personal information has been breached have recourse to civil remedies in terms of section 99 of the Act. 77 As stated earlier, identity theft occurs when a person's personal information such as an identity document is wrongfully obtained and thereafter used to commit theft or fraud. 78 It is submitted that as POPI protects personal information, it will assist in addressing identity theft crimes. It will end the abusive and negligent use of personal information and unscrupulous information practices by companies by requiring companies to implement appropriate reasonable measures to prevent the unauthorised use of personal information. 79 Companies will have to invest in new technologies (such as encryption and access control) to prevent the unauthorised use of personal information. POPI also seeks to balance the right of privacy against economic and social progress. It will be interesting to see how POPI is interpreted by the courts in future cases.
The Electronic Communications and Transactions Act 25 of 2002 ("ECT")
The main aim of the ECT is to "provide for the facilitation and regulation of electronic communications and transactions in the public interest". The object of the ECT is set out in chapter 2, which recognises inter alia the importance of electronic communications and transactions to benefit South Africa and the need to develop a safe and secure environment for the consumer, business and the government to use electronic communications. 80 It should be noted that the term "data" refers to The Information Protection Regulator may pursue civil actions for damages for a breach of POPI's provisions, and a court hearing the matter, may award a just and equitable amount including the payment of damages as compensation for patrimonial and non-patrimonial loss suffered by the data subject. The term "consumer" refers to any natural person who enters or intends to enter into an electronic transaction with a supplier to receive the goods or services offered by the supplier. See ch 1 regarding definition of key terms. The object of the ECT is to protect the public (consumers, business and the government) who use electronic communications. electronic representations of information in any form, whilst the term "electronic communication" refers to a communication by means of data messages. 81 According to section 85 of the ECT, the term "access" includes the action of a person who after considering any data becomes aware of the fact that he or she is not authorised to access that data, but nevertheless continues to access that data. 82 The computer may become the "subject" of a crime when it is used as an instrument to commit traditional crimes such as theft, fraud or new types of criminal activity such as identity theft. 83 Thus, identity theft can be regarded as an example of a cybercrime.
Cybercrime is addressed in Chapter 13 of the ECT, which contains the following: Anticracking (or anti-thwarting) and hacking law, which prohibits the selling, designing or the production of security circumventing technology has been introduced in sections 86(4) and 86 (3); 84 e-mail bombing and spamming are regulated in sections 86(5) and 45 respectively; 85 and computer-related extortion, fraud and forgery are addressed in section 87. 86 It is a criminal offence to intentionally access or intercept any data without authority or permission in terms of section 86(1) of the ECT. 87 The criminal provisions are contained in section 89. 88 Section 89 prescribes a fine or imprisonment not exceeding five years. It is submitted that more stringent penalties are required to 81 It should be noted that the term "data message" refers to data that is generated, sent or received or stored by electronic means and includes voice used in an automated transaction and a stored record. This means that a person who after accessing data (the electronic representation of information in any form) becomes aware that he or she does not have any legal authority or permission to access that data, nevertheless continues to access that data, then that person is guilty of an offence in terms of s 86 the ECT. Also see s 85 of the ECT regarding the definition of "access". In instances where the offender uses a skimming device 89 to breach certain security measures, and he or she uses the data enclosed within the magnetic strip of a debit or credit card illegally or unlawfully, then the offender has contravened sections 86 or 87 of the ECT. Similarly, offenders may infringe the common law offence of fraud because they are guilty of committing fraudulent transactions by using the cloned debit or credit card. It is noteworthy that the ECT does not address the crime of identity theft per se. However, as identity theft may involve Internet fraud, it may conceivably fall within the ambit of sections 86 and 87 of the ECT.
The following section will examine legislation that has been introduced in the United States, the United Kingdom and India to address identity theft incidents or crimes. To this end, the promulgation of identity theft legislation and the protection of personal information legislation in these jurisdictions will be examined. The above jurisdictions were chosen for the comparative study because they have valuable experience addressing identity theft crimes and protecting personal information, and they have made concerted efforts to address identity theft crimes (as the following discussion will demonstrate). The aim of the comparative study is to ascertain whether South Africa can learn from the experiences or approaches in these jurisdictions.
International law

United States of America
The increasing use of foreign call centres such as Indian call centres by American companies has resulted in an increase in identity theft incidents in the United States. 90 89 A skimming device refers to a special storage device that is used to steal a credit or debit card number when a person's card is being processed for payment at a retail store. The information encoded on the cards may be valuable to identity thieves, who may use the information to make There has also been a surge in tax identity theft 93 in the United States. Tax identity theft is usually discovered when there is a dispute regarding the income that is reported to the Income Revenue Service ("IRS") and a filing of multiple returns arises. 94 Victims of tax identity theft are encouraged to report the theft to law enforcement agencies or to file a report with the Federal Trade Commission ("FTC") in the United States, which monitors identity theft nationwide. 95 The IRS has also where it was held that the legislative branch is better equipped to assess and address the impact of fraud on victims and financial institutions. The site updates previous safe computing tips from banks and police regularly. designed or adapted for use in the course of or in connection with fraud, and intended it to be used to commit, or assist in the commission of fraud. 145 The Fraud Act is seen as a step in the right direction as it removes deficiencies in the previous regime on fraud and it incorporates principles which conform to the concept of technological neutrality. 146 European Union laws such as the European Union Data Protection Directives of 1995 ("EUDPD") have created uniform standards of data privacy for all member states (such as the UK), with the result that businesses within the EU that are reliant on data can easily transact with one another. 147 This has assisted economic and social progress among signatories of the EUDPD, but it presents challenges when EU member states conduct business in jurisdictions that have lesser data privacy regulations than their own, such as the United States.
India
Identity theft has become one of the growing concerns in cybercrime in India today.
India is fast emerging as a soft target for organised cybercrime, with many Indians becoming victims of identity theft. Identity theft cases are increasing in India with cybercrime enforcement agencies in Indian cities investigating such crimes. 148 Instances of identity theft are increasing as more Indians log onto the Internet. A survey by Microsoft has found that damages from online identity theft have cost Indians Rs7,500 on average. 149 Identity theft therefore has serious financial implications. The above discussion demonstrates that the United States, the United Kingdom, India and South Africa are making concerted efforts to tackle identity theft crimes. Framework in South Africa to respond to cyber security threats is lauded, but it needs to be implemented. However, all countries need to ensure that their fight against identity theft does not jeopardise basic human rights and fundamental freedoms such as the rights to privacy and access to information. To this end, a balance should be struck between access to information by institutions that have a legitimate use for such information, and respecting the rights of individuals and or consumers. Incentives should also be provided to businesses and institutions to exercise reasonable care to safeguard the personal information of individuals in this technological age.
Conclusion
Identity theft has become a serious and growing problem worldwide, and it occurs by conventional means and in cyberspace. 162 It cost the US economy about $24.7 billion during 2012; the cost to the British economy is reported to be £1.3 billion annually whilst it has cost the South African economy about R1 billion a year. 163 The use of new technologies has resulted in increased opportunities for criminals to steal and illegally use personal information to commit identity theft crimes. 164 It is submitted that identity theft is increasingly challenging law enforcement agencies and governments around the world. The time and money spent in responding to identity theft crimes can also be extensive. 165 rights regarding online fraud and measures to prevent and respond to identity theft. 167 Technical solutions are seen as a positive response to address vulnerabilities in computer networks. Organisations and Internet service providers should also educate users regarding safe browsing and make safety packages available to their users. 168 It has been mooted that there should be mandatory public reporting of identity theft cases by financial institutions and that they should report regularly to a financial regulator. 169 It is proposed that such reporting will improve our understanding of identity theft and enable policymakers to enact adequate preventive measures to respond to the severity and methods of the crime. 170 It is submitted that technical solutions and/or education should form part of legislative interventions to address identity theft crimes.
Criminal law should be effectively utilised to ensure that procedural or technical obstacles do not obstruct the prosecution of the online fraudster. 171 Financial institutions should also publicly report on identity theft incidents without infringing on the rights of the consumer, and this will create a market for identity theft prevention.
They should also offer safe products that will help consumers make informed choices.
Businesses should not only adopt the business practices required under legislation such as the FACT Act and POPI, but should also focus on emerging practices that might further protect consumers against identity theft. There is also a need for legislation to be enacted to provide consumers and businesses with weapons to preempt the damage and prevent the occurrence of the identity theft. Businesses must also use more advanced technology to combat security weaknesses in our current technological environment. Our technology industry also has to ensure that our system of data protection is coherent and that it conforms to current technological practices.
It is also important to remember that "computers do not steal identities… but people do". 172 Therefore, a better understanding of the offenders and transgressors will also It is submitted that these steps are commendable and should be followed to combat identity theft and assist the victims. Further steps to curtail identity theft should include a speedier and increased intervention by intermediary parties (such as financial institutions, law enforcement agencies and criminal record departments) between the victim and the identity thief, the use of an identity fraud alert registry, and the increased use of biometric data (such as finger prints, retina scans and hand imaging) to identify individuals. 176 Therefore, it is imperative that countries should amend their laws to better address identity theft and the problems associated with it. The challenge is to formulate policies that strike a balance allowing reasonable access to information by people who have a legitimate use for such information (the "collectors"), and at the same time to afford protection to individuals and/or consumers. Incentives should also be provided to businesses and institutions to exercise reasonable care to prevent the further abuse and negligent disclosure of the personal information of individuals and/or consumers. GLB Act Gramm-Leach-Bliley Act (USA)
